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A persistent denial of service vulnerability affecting iOS 15.2 - iOS 14.7 (and likely through

14.0), triggered via HomeKit

View PDF View on GitHub

Reason for Public Disclosure

This bug was initially reported on August 10th, and remains in iOS 15.2. Apple stated they planned to
resolve the bugin a security update before 2022, but failed to introduce an actual fix. On December 8th,
they revised their estimate to “early 2022.” | then informed them on December 9th that | planned to
publicly disclose this information on January 1st, 2022. | believe this bug is being handled
inappropriately as it poses a serious risk to users and many months have passed without a
comprehensive fix. The public should be aware of this vulnerability and how to prevent it from being

exploited, rather than being kept in the dark.
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